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| $ git clone https://github.com/letsencrypt/letsencrypt
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rocr@kali: ~Mletsencrypt - 8 x

File Edt View Seach Terminal Help

No names were found in your configuration files.

You should specify ServerNames in your config files in order to
allow for accurate installation of your certificate.

If you do use the default vhost, you may specify the name manually.
Would you like to continue?
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erminal ¥ Mon 15:19

root@kali: /letsencrypt 5O

File Edit View Search Terminal Help

Enter email address (used for urgent notices and lost key recovery)

[hr732@6@gmail .con{]

<Cancel>
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roct@kali: ~/letsencrypt S B X

File Edt View Search Terminal Help

Please read the Terms of Service at

https://letsencrypt .org/docunents/LE-SA-v1.0.1-July-27-2015.pdf. You
nust agree in order to register with the ACME server at
https://acme-vOl.api.letsencrypt.org/directory
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Ol Y S22 BOMKI %1 50| H0| LI2C} Agree & 52 40| 59| 3, A% MY 2 Bt

roct@kali: ~/letsencrypt S

File Edt View Search Terminal Help

We were unable to find a vhost with a ServerName or Address of
tlaghdfhrlll.iptime.org.
which virtual host would you like to choose?

1
2 000-default.conf | |
3 000-default-le-ssl.conf | | HTTPS

< Cancel > <More Info>

rock@kali: ~/letsencrypt - 8 x

File Edt View Seach Terminal Help

Please choose whether HTTPS access is required or optional.

ALLow both HTTP and HTTPS access to these sites|

Secure Make all requests redirect to secure HTTPS access

FIGURE 13 HTTPS H < &4 44
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EMO| A0 /etc/apache2/apache2.conf 2 7t W™ Ot &0 Ct20t 22 LES FI80] =L}

NameVirtualHost *:80
<VirtualHost *:80>

ServerName YourServerName.org

Redirect permanent / https://YourServerName.org/
</VirtualHost>
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OH
14
|o
Hu
)l
ofn
Ot
rir
N
mjo
Mz
>
30
jin]

(©2016 SecurityPlus All Right Reserved



3 Fedora 23

lO

31 4X &34¥ / atAdd
Fedora Linux’ DNF list update

g 2F 8lol 2XBH7) RIS

DNF 2|ZX|EZ2|(repository)E YOIO|E SIEE

shC
DNF 2| ZX| E2|(repository) E[AE YHO|E& Cta HHNE ALESIZE otCt.
| $ sudodnf update
Git package A X|
Let's Encrypt = 7| 28O 2 AT EQ0 HIZE git £ O| L. MatA ST 7| X|7F AX|7F = RUAO{OF
YYHLE Let's Encrypt & HAI2 += UC CHE YHOIE 0|83}0] git & HAX[BHCL (0|0] git 7k AX|7t
2o Aol ST EE AHSF O FL})

| $ sudodnfinstall git

Apache2 & MH H™ 20l

|

Y Rralo] AFE3t U= apach2 o H{EH S =toldt ER7
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doE 0|8
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oy

2418 2 7|Z=o 2 EMSISILt)

| $ apache --version
2 M Q} Database A{H|A H2 B8

Let's Encrypt 2 A X|8}7| F, & MH{ 2} AL &9l Database £

$ systemctl stop httpd.service
$ systemctl stop mysqld.service

3.2 Apache 2 0| A{2Q| Let's Encrypt M &

Apache 2 ¥ A0 A Let's Encrypt £ AIX|3H= IpE-e ChS 1 2L,
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updates
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.rpm
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xB6_64.rpm

.3-3.fc23 .noarch.rpm

¢
c23.noarch.rpm
c23.noarch.rpm

: pytz-2015.4-1.fc2
honZ-pyrfc3339-1.8-1.fc2
python-mock-1.8.1-?.fc:

on-requests
: python-chardet-2

python-url1ib3-1.13.

saction check
check succeed
umning transaction t

.0-

3.noarch.

.noarch
.noarch.rpm
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Installing : dialog-1.2-16.28158528.c23.x86_64
Installing : pythonz-dialog-3.3.8-7.fc23.noarch
Installing : python-mock-1.8.1-7.fc23.noarch

Installing : pythonz-pyrfc3339-1.8-1.fc23.noarch
Installing : pytz-2815.4-1.fc23.noarch

Installing : python-werkzeug-8.9.6-1.fc22.noarch
Installing : pythonZ-acme-8.1.1-1.fc23.noarch
Installing : pythonz-conf igargparse-8.9.3-3.1c23.noarch
Installing : pythonZ-psutil-3.2.1-2.Pc23.x86_64
Installing : python-parsedatetime-1.5-1.fcz3.noarch
Installing : python-conf igobj-5.8.5-3.fcz3.noarch
Installing : pythonz-letsencrypt-8.1.1-2.fcz3.noarch
Installing : letsencrypt-8.1.1-2.fcz3.noarch

Uerifying Ietsencrypt-8.1.1-2.£c23.noarch

Uerifying Ppythonz-letsencrypt-8.1.1-2.£c23.noarch
Uerifying Ppython-conf igob j-5.8.5-3.£c23.noarch
Uerifying : python-parsedatetime-1.5-1.fcz3.noarch
Uerifying  : python-zope-component-4.Z.1-2.fcZ3.noarch
Uerifying  : python-zope-interface-4.1.2-2.fcZ3.>86_64
Uerifying puthonz-psutil-3.z.1-2.£c23.x86_64
Uerifying  : pythonz-acme-8.1.1-1.fcZ3.noarch
Uerifying  : pythonz-conf igargparse-8.9.3-3.fc23.noarch
Uerifying  : pythonz-dialog-3.3.8-7.fcZ3.noarch
Uerifying puthon-zope-event-4.8.3-3.fc23 .noarch
Uerifying : python-werkzeug-8.9.6-1.fcZ2.noarch
Uerifying  : pytz-2815.4-1.fc23.noarch

Uerifying  : pythonz-pyrfc3339-1.8-1.rcZ3.noarch
Uerifying python-mock-1.8.1-7.£c23.noarch

Uerifying  : dialog-1.2-16.28158528.Fc23.X86_64
Uerifying @ python2-ndg_httpsclient-8.4.8-2.fc23.noarch
Uerifying  : python-requests-2.9.1-1.rcZ3.noarch
Uerifying python-chardet-2.2.1-3.£c23.noarch
Uerifying  : python-url1ib3-1.13.1-1.fcZ3.noarch

[nstalled:
dialog.x86_64 1.2-16.20158528 .fc23 Ietsencrypt .noarch 8.1.1-2.fc23 python-chardet.noarch 2.2.1-3.fc23
python-conf igob j.noarch 5.8.5-3.fc23 python-mock .noarch 1.8.1-7.fc23 python-parsedatetime.noarch 1.5-1.fc23
python-requests .noarch 2.9.1-1.fc23 python-ur11ib3.noarch 1.13.1-1.fc23 python-werkzeug .noarch 8.9.6-1.fc22
python-zope-component .noarch 4.2.1-2.fc23 python-zope-cuent .noarch 4.8.3-3.£c23 python-zope-interface . xB6_64 4.1.2-2.fc23
pythonz-acme .noarch B.1.1-1.fc23 python2-conf igargparse .noarch 8.9.3-3.£c23 pythonz-dialog.noarch 3.3.8-7.f
pythonz-letsencrypt .noarch 8.1.1-2.fc23 python2-ndg_httpsclient .noarch 8.4.8-2.fc23 pythanz-psutil.xB6_64 3.2.1-
pythonz-pyrfc3339.noarch 1.8-1.fc23 pytz.noarch 2815.4-1.fc23

FIGURE 16 DNF o{ 7| X| o N 2 M x| st= oHd (3)
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letsencrypt --text --email (user-email-address) --renew-by-default -d (domain-name)

--agree-tos --webroot-path (letsencrypt-main-directory) certonly

FIGURE 18 MtH2| =0 2l = LET'S ENCRYPT CA 0l 5

In -s /etc/letsencrypt/live/www.example.com/cert.pem /etc/pki/tls/certs/www.example.com.crt

In -s /etc/letsencrypt/live/www.example.com/chain.pem /etc/pki/tls/certs/www.example.com.chain.crt
In -s /etc/letsencrypt/live/www.example.com/privkey.pem /etc/pki/tls/private/www.example.com.key
cp /etc/httpd/conf.d/ssl.conf{,.backup}

sed -i 's@\(SSLCertificateFile\) .*@\1 /etc/pki/tls/certs/www.example.com.crt@'
/etc/httpd/conf.d/ssl.conf

sed -i 's@\(SSLCertificateKeyFile\) .*@\1 /etc/pki/tls/private/www.example.com.key@'
/etc/httpd/conf.d/ssl.conf

sed -i 's@#\(SSLCertificateChainFile\) .*@\1 /etc/pki/tls/certs/www.example.com.chain.crt@’
/etc/httpd/conf.d/ssl.conf
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semanagefcontext -a -t cert_t '/etc/letsencrypt/(archive|live)(/.*)?’
restorecon -Rv /etc/letsencrypt

FEIIE, HTTP FAZE MZSIEHEIE HTTPS Z2EE0| M & ¢ MHZE Z|CHO|HME A|AHAF7| Q50 oY

AHZHE httpd.conf Off =715t & SHCt.

<VirtualHost *:80>

RewriteEngine On

RewriteCond %{HTTPS} off

RewriteRule (.*) https://%{HTTP_HOST}%{REQUEST URI}
</VirtualHost>

a2|n oM HES MEES HEAIZ|7| fIBiM thE BBOIE S3f http AH|AE A ALY

[l

| systemctl restart httpd.service
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